CESNET CA Basic Level Certificate Policy
and
Certification Practice Statement

Version 4.0



Table of Contents

1 INTOAUCHION. ..ttt ettt st b et e e b e et s bt e bt st e s bt e b e et e s st e e e sbeesaneesmneesaneens 8
1.1 OVRIVIEW. ..ttt ettt ettt et e et e bt e s bb e s mb e e st e e sbb e e smbeesneeesanbeeennnaees 8
1.2 Document name and identifiCation............cocueerieriiiiniiniierieee ettt 8
1.3 PRI PAITiCIPANLS. . .etttieiieteeeeriiteeeeiiteeeeeritteeeesttteeesrteeessareeessenseeeeesssseeesssnssaeesssssnssnssssreeeeeeeeeees 9

1.3.1 Certification aUthOTITIES. .......cooiieiiiieeieeteeete ettt ettt e 9
1.3.2 RegisStration aUtNOTITIES. .....c.ueieiieiriieeiieetteete ettt te e s e s aae e saae e sbaeeesssasnaaaeens 9
1.3.3 SUDSCIIDETS. ...ttt sttt ettt s et sbe e st s b e s 9
1.3.4 RELYING PAITI@S..cccuuiiiriieiiiieiiieeiiee et e ecteeeittessteeesaaeessteeessbeessneesssaaessssaeessssssssaaeesnssseees 9
1.3.5 Other PartiCIPANLS........ceeeuierieriiienieeriteete ettt e te et e st e et e st e e bt e sabeesstesabeesseesasaeeenasaeeas 9
1.4 CertifiCate USAGE...ecuveeeuieerieeteetieeieeiteeste et estteeteessteeaeesseessseesseessseeseesssaesssaesassseesssseeessssenennns 9
1.4.1 ApPropriate CertifiCate USES........cueeruirrterriiirieeitenie et erte ettt e st et e s ste et esbe e st e sbeesasaeeas 9
1.4.2 Prohibited CertifiCate USS.......ccueruierieriiriiieeteteeteete ettt 10
1.5 Policy adminiStration. ........coeveeruierieeiieenieeie ettt ettt e et e st e e bt e st e e a e e ssbaeesnneas 10
1.5.1 Organization administering the dOCUMEeNL..........cccceereiiiiriiiiiiiieiieeceeereee e 10
1.5.2 CONLACE POISOI...ceiiiiiitteieiitteeeeiitteeeerrtteeesitteeseeirreeesenraeeseesreeessessreeesasssteesssnssneessssssaeeess 10
1.5.3 Person determining CPS suitability for the poliCy........ccccecevviiriiiriieniieiiecieceeereees 10
1.5.4 CPS approval PrOCEAUIES.........ccceerierriierieeitesieesteeste et e ste et este e e esabesbeesateessaseeessnnees 10
1.6 Definitions and aCTONYIMS. .......ccceeiirrieeriieeieeieeeieerteesre et esaeesseesseeeseesssesseesseessseesssssesessssens 10

2 Publication and repository reSponSibilities...........cccevterirrierieririinieeeiereeeeetcee e 12
2.1 REPOSITOTIES. ..eeeieeiiiieeeeiiteeeeeitee e ettt e e ettt e e e sttt eeesssbeeesssbteeeesaasteesessssaeeesssssssssssaaeaaaaaeeeeeannns 12
2.2 Publication of certification information...........coecceeveiriiriiiinieneeeeeeeee et 12
2.3 Time or frequency Of PUDLICAtION.......c.cccviiriieiriieeieeieeieee ettt ae e e e e re e e e eaeesaee s 12
2.4 Access CONLIOIS ON TEPOSITOTIES. ....ccuterureeiierieeiieeie ettt ettt s et e s bt e satesteesaeesbeesanaees 12

3 Identification and authentiCAtiON. ........cccuerueeiierieriiieeteee ettt ettt s 13
3.1 INAITIIIG, ettt ettt e et e s et e e s e abb e e e sembe e e s e asbaeesensbaeesensraeeeeensneeesenrneens 13

3.1.1 TYPES Of MAIMIES.....cuviitiieiieiieeieeieeeie et e et e et e e teesteeseaeebeessaeeseessseessaesssassseessaessseensseesnns 13
3.1.2 Need for names to be meaningful...........c.cooueriiiriiiiiiiiiieeee e 14
3.1.3 Anonymity or pseudonymity of SUDSCIIDETS..........cccueiiiiriiiiiiiniierieeiee e 14
3.1.4 Rules for interpreting various name fOrmsS.........ccccecereererrienienennenrieneeeneesreesre e 14
3.1.5 UNIQUENESS Of NAIMNIES......ueeiuieeiierieeitienieeiteesieesteesteesseessaeesseesssesssessssseessssseessssssessssesesns 14
3.1.6 Recognition, authentication, and role of trademarks.............ccceceerviiniiiiniieniniiiiiiieens 14
3.2 Initial identity Validation.........cc.cieiieiriiiiiniieiieeeieeete et e e e s saee e ssare e saaeeeens 14
3.2.1 Method to prove possession Of private Key.........cccceceeeeririieniiieniienieseneeneeieseeseeene 14
3.2.2 Authentication of organization identity..........cccceeeevierrierrieenieeiieeie e 14
3.2.3 Authentication of individual identity.........ccceceeriieriiiniieiiirieeteeee e 14
3.2.4 Non-verified subscriber information............cocceveiieriineeiinieneeeteeeeeee e 14
3.2.5 Validation of aUthOTitY........coevuiiiiiiiiiieeeee ettt 15
3.2.5.1 Validation of authority for eduroam® RADIUS/TLS certificates........cc.ccccecveeneee. 15

3.2.6 Criteria for iNterOPeratioN..........ccotirrierriterieeite et e ste et este et e ste e bt eessteeesbbeeesneeesnes 15
3.3 Identification and authentication for re-key requests...........cccceeevueevieriieeniiieecciieeeiee e 15
3.3.1 Identification and authentication for routine re-key.........cccccoceevieriienniensiennienieneenens 15
3.3.2 Identification and authentication for re-key after revocation...........ccccceeeeervieecreenvencunenn. 15
3.4 Identification and authentication for revocation request............cceceereervierreerniieeiniieeeenieeennne 15

4 Certificate life-cycle operational reqUIr€MENtS...........cccveerueerierseeriieesieneeeseeereesreeeesreeessreeeesaneas 16
4.1 Certificate APPLICALION....ccc.iiriieiieieeie ettt et ettt et s e st e st e e aeesabeeesaneeeas 16

4.1.1 Who can submit a certificate appliCation..........ccecueeeierieiiieniieerieeie e 16



4.1.2 Enrollment process and reSponSibilities..........cccvuieeciieeeiiieieiiieccieeceeecee e 16

4.2 Certificate application PrOCESSINE........cccverreerieerieeiiriterieeseesreeseeesteesseessressseessseesseesssessssens 16
4.2.1 Performing identification and authentication functions.............cceceeveeriieniieniieeneeeninenn. 16
4.2.2 Approval or rejection of certificate appliCations.........cccccvercveriieriiierienienreenieesee e 16
4.2.3 Time to Process Certificate APPliCationsS.........cccueeeviieeeiieeeeieeeeieeecieeecreeeeee e eeevneeeeeenes 17

4.3 CertifiCate ISSUAMCE. ... eevueeieeiierteeieettete ettt ettt et e st e b e et sae et e e sae et e saeesaeebeesseeenaeeeane 17
4.3.1 CA actions during certificate iSSUAMNCE. .........cccueeruieriieriiiniieerterie ettt e 17
4.3.2 Notification to subscriber by the CA of issuance of certificate...........ccceeeveereciieernneenns 17

4.4 CertifiCate ACCEPLANCE. .....cccuveeecrieeeciieeeireeeceeeetteesteeesreeessaeeessaeeesaeessaeeesseeessseeessseesesssssseesenns 17
4.4.1 Conduct constituting certificate aCCEPLaNCe..........cccverruerrreriieerieeieerreerieeneeereeseeeseneeas 17
4.4.2 Publication of the certificate by the CA........ccooiiiiiiriiiieete e 17
4.4.3 Notification of certificate issuance by the CA to other entities..........cccceeeveerrrrieerrreeenns 17

4.5 Key pair and CertifiCate USAZE. ........eevuiirieriiierieeiteeieeitee ettt sttt et ettt s 17
4.5.1 Subscriber private key and certificate USage.........ccceevueeriiriieeniieerieenieeeesee e 17
4.5.2 Relying party public key and certificate usage..........ccceevuervueeniieiiiiniiensieeniieeeeee e 17

4.6 Certificate TeNEWAL........ccouiiiiriiieeieeee ettt ettt st e 18
4.6.1 Circumstance for certificate renewal...........ccoceeviiriiiiiiiniiiieeeeeee et 18
4.6.2 WhO mMay request TENEWAL.........ccueerieerienieenieeieenieeieeseeesteesseessseesseesseesseesssessssesssssnees 18
4.6.3 Processing certificate renewal reqUEeSTS..........ccceeeruerrieriieenienieesee ettt 18
4.6.4 Notification of new certificate issuance to SUbSCIIiber..........ccceevveviiiiriiiiiiiniiiiieeee 18
4.6.5 Conduct constituting acceptance of a renewal certificate.........c.cccoeceeeverniernenniieennieenn. 18
4.6.6 Publication of the renewal certificate by the CA..........cooovevcieriinciineeeeeeeeee e 18
4.6.7 Notification of certificate issuance by the CA to other entities..........cccceevuveerriiieerniueeenns 18

4.7 CertifiCate TO-KOY ...ctiieiieitieeieeiteeeese ettt ettt e et e se e s bt e st e ssbeessaeeessaessnssaasasnseanns 18
4.7.1 Circumstance for CertifiCate Te-Key........ccoceevuirriiriiinieeiteeieeieeste ettt 18
4.7.2 Who may request certification of a new public Key.........cccceevverviieniienciiinieniierieeieeeen, 19
4.7.3 Processing certificate re-keying requeStS...........ceecuerrieriieenieniieriienie ettt seee e e 19
4.7.4 Notification of new certificate issuance to SUbSCIIibeT..........cccoevveriiririiiiiiiiieiieeeee 19
4.7.5 Conduct constituting acceptance of a re-keyed certificate............cceceeveeerierieenieennennnnen. 19
4.7.6 Publication of the re-keyed certificate by the CA.........coveviiriiieiieieeceeeeeee e, 19
4.7.7 Notification of certificate issuance by the CA to other entities...........ccceevuveerriieerniueennne 19

4.8 Certificate MOdifiCation.........ceoueeiireriienieeeee ettt 19
4.8.1 Circumstance for certificate modification..........cceceerieriieiriiiniiinieeeeeeeee e 19
4.8.2 Who may request certificate modification..........ccceceeriiriierniieniienieeieeseeeiee e 20
4.8.3 Processing certificate modification requeSTS..........ceevueeriierieriieeniieeiteree e 20
4.8.4 Notification of new certificate issuance to SUbSCIIiber..........ccccevveviriiriiniiiiiiiiiiee 20
4.8.5 Conduct constituting acceptance of modified certificate..........cccceeveeerviiiniiniinniieeenneenn. 20
4.8.6 Publication of the modified certificate by the CA........ccooieeiiiiienieeeeeeeeeeeiee, 20
4.8.7 Notification of certificate issuance by the CA to other entities..........cccceevveerriieerniueeennns 20

4.9 Certificate revocation and SUSPENSION........cueecveerierrierreeeieeneeeieeseeesteesseesseeesssreessssseeesssseens 20
4.9.1 Circumstances fOr TeVOCAtION. ......eiiuierierriierieerie ettt ettt ettt ettt e saee s aeesaee e e s 20
4.9.2 WhO €an requeSt TEVOCATION. ....c..eerverrieerieeieenieeiteesteesseessseesseesseessseesssessseesseessssseesssssees 21
4.9.3 Procedure for reVOCAtion TEQUEST. .......cccvveeeeueeeiieeeiieeecrteeeiteeeeieeesseeessnrreeesesssssaeeeessnnnns 21
4.9.4 Revocation request grace PETiOd........cceeveeruerreerieerreenieeseeseeesseessessseesseesseessssseesssssees 21
4.9.5 Time within which CA must process the revocation request............cccccueereveeeeecnveeeeeennnns 21
4.9.6 Revocation checking requirement for relying parties..........cccoeceevveersieeneeniieesseeeeeseeens 21
4.9.7 CRL issuance frequency (if applicable).........ccceoriiiiiiiiiniiiiieteeeteeee e 21

4.9.8 Maximum latency for CRLs (if applicable).........ccccoeviieviirriiniiiiiiieieeiecieeeecee e, 21



4.9.9 On-line revocation/status checking availability..........ccccceevciiriiiiiiniiiniiniieeeeeee, 21

4.9.10 On-line revocation checking reqUIremMents..........ccecveereeeruerieeniieereeniieeeseeeeeseeeeesneeeens 22
4.9.11 Other forms of revocation advertisements available............cccccovierviiniiiniinniineeneen. 22
4.9.12 Special requirements re KEY COMPIOIMISE. .......cecveerueerruerrreerreeseenreessreesssreessseessssseeens 22
4.9.13 Circumstances fOr SUSPENSION........ccuieeuieeeiieeeeieeeereeeetee ettt eesrreeesreeeesseeesseeessssaeeseannns 22
4.9.14 WhO Can request SUSPENSION......cccueerieeruerreeerreeriessesssessseesseesssessssesssesssssssessssseessssseesns 22
4.9.15 Procedure for SUSPENSION FEQUEST......cccveeerureeeirreeeireeeireesteeesteeesseeessreesssaeessseeessseesaenns 22
4.9.16 Limits on SUSPENSION PETIO........eeeiieiuierieriiierieeieerte et eseeesteeseesseteeeseeeeessseessssseeenns 22
4.10 CertifiCate StAtlS SEIVICES. ... .ceevuteruieeieeriieeteerte et esttesteesiteste e st esteesstesabeesseesbeesstesabessseesans 22
4.10.1 Operational CharaCteriStiCS.......ccuirierrieiriierriierieeieereeerieeste et eseeesteesaeesbeessaessseeesssseens 22
4.10.2 Service availability........cceeviiriiiiiiiee e s 22
4.10.3 OPtioNal fRATUIES. ....cccueeeieereieieeiieeeieee et et e ete et esteesteesteesseesssessseessseeseessssseesssseens 22
4.11 ENd Of SUDSCIIPHION. ...cecutiiieiieiciie ettt stte e rae e s ta e e e ae e e s abaeeeeesnnrnaaeeas 23
4.12 KeYy €SCTOW QN0 TECOVETY.....eeeuvervrerreerreenreriteesteesseesssesssessssessseesssesssessssesssessssesssessssesssesssnes 23
4.12.1 Key escrow and recovery policy and practiCes..........cocceeeeeeveerseersieenienieeeneesseeeesneeens 23
4.12.2 Session key encapsulation and recovery policy and practices.........c.ccceeeveeeveercvveeenenennn 23

5 Facility, management, and operational CONLTOIS...........ccceivuirriiniiiiniirieeieeeceee et 24
5.1 PhySical COMLIOIS. ......ciiciiiiiieiiieiieeieeteeie ettt ettt ste e st e et e s beete e st e esbeesssesssaesnsseeesssaaennns 24
5.1.1 Site location and CONSITUCTION. .......cccteriuerrieriieerteeieesteete et e st e st e ste et e steesbeeessareeeenns 24
5.1.2 PhYSICAL ACCESS...uvteeutierieieiieiteeieeieeete et esite et eseteesteessteeseessseesseesssesssessssesseesseessnsseeennn 24
5.1.3 Power and air CONAitiONINg..........cccueerieriiiinieeieerieeie ettt ettt et iee e s et e e s s aeeeenas 24
5.1.4 WaALET EXPOSULES....cceeruurreerarureeeenniteeeensrteeeassrteeeessteeeessssaessssssteessssssaeessssssssnmssssssseseeeees 24
5.1.5 Fire prevention and ProteCtioN...........ccueeeeueeeriueereiieeeeieeesieeeseeessseeessseeesseeesssseeeessssssnees 24
5.1.6 MEdia SEOTAGE....c.veeeveerieeeieeiteeeieerieesiteesteesteesteessteesseessseeseesssassseesssesssessssessseesssessssseesenns 24
5.1.7 WaSte diSPOSAL.....ceiuiiriiiiiieieiiteeieeteet ettt ettt et ettt e st et e st e st e e beee e e 24
5.1.8 Off-Site DACKUP...ccouteetiieiieiteteeteese ettt ettt e e et e e b e e saessbeesaaassseeesnsaeens 24
5.2 Procedural CONIOIS. .......co.uiiiiiiiieieeieeteete ettt ettt ettt e e st e et e e e 25
5.2.1 TTUSEEA TOLES......ueiuieeiieieiieetetee ettt ettt ettt ettt st e sb et sat e bt et e saeesaseesaneeeaee 25
5.2.2 Identification and authentication for each role............ccoceeviiniiiiiiniiinieneeeeeeen 25
5.2.3 Roles requiring separation of dUties...........ccceeeeeriiriiiiniienieeiieeeenieeeeeee e e e e 25
5.3 Personnel COMMTOLS. .....civuiiiiiiiiieiteteee ettt ettt ettt e et e st e e bt e st e e sbeesbeesaaesneeeeas 25
5.3.1 Qualifications, experience, and clearance reqUIreMENtS...........cceerveerrverrreeriueesreeesssveeennns 25
5.3.2 Background check ProCedures.............cooeeeiueirieeiiinieniieeiteete ettt e e s e 25
5.3.3 TraiNing T@QUITEIMENLS. .....ceeierrurreeerrrreererirteeeesireeeeasereeesssseeesssssseessssseeesssssssssssssssssssnes 26
5.3.4 Retraining frequency and reqUirements.............eevueerierreeeneeeseesieeeiieesteesieeesseeeesseeeennne 26
5.3.5 Job rotation frequency and SEQUENCE..........cccecveeeieerieriieirieeiteenteeteeseeesreeeeereeessreeennns 26
5.3.6 Sanctions for unauthorized aCtiONS...........cocueeiiieriierrieirieeeeete ettt e e ieee e 26
5.3.7 Independent CONtraCtOr F@QUITEIMENES. ........eevveerrrerrreerreerreeseenaeesseesseesseessseesseesssessssesenns 26
5.3.8 Documentation supplied t0 Personnel...........cccceeueiieiieeiiiieiieeeieee e e 26
5.4 Audit Logging PrOCEAUIES.........ceecuiiiieeiierieeieeiteete et e et esieeeteeseeessbeesseesteeseesssneessssseesnnnns 26
5.4.1 Types of eVents reCOTrded...........coouiirieriieriieriieeie ettt ettt ettt et et ssbeesaeee e e 26
5.4.2 Frequency Of ProCeSSing 10G........cccviriirriiiriiieiiienieeiieeeteeieesseesieesteesaeessaseessssseesssseeesnns 27
5.4.3 Retention period for audit 10G.......ccc.corieeiiiiiiiiieie et 27
5.4.4 Protection Of aUdit LO.......ccceevuiiriiiieiniieieenieeeeeee ettt sr e e be e sseesae e sae e enaeeeas 27
5.4.5 Audit log backup ProCeduUIes...........cooueiiiiiriiriierieeeee ettt 27
5.4.6 Audit collection system (internal vs. eXternal).........ccceevveerreerierieeniieeieeneeesieeseeesseesneens 27
5.4.7 Notification to event-causing SUDJECL........c.ceevueerierierriienieete ettt ettt seee s 27
5.4.8 VUInerability aSSeSSIMENLS........c..cecueeiieriieerieriieerteeieesteeteeseessseesssessseesssseessssssessssssessnns 27



5.5 RECOTAS AICRIVAL ... oeeeeeieeeeeeeee ettt ettt e e e e e e e eeeetae e aaeeseseeeeeeannaaessennnesesnnnesennnnesenennes 27

5.5.1 Types of records archived............ccueecueeriieiiierieeieeee ettt s evee e seve e e s baeeeaes 27
5.5.2 Retention period for archive...........coccueeiecieieiieccieceeee et eaae e 27
5.5.3 Protection Of arChiVe.........coceiieriiiiiriinieieete ettt sttt 28
5.5.4 Archive backup ProCedures............ccueeeeieeeiuieeeiieeeiee ettt eeee e sre e ree e eeeesae e e e e s enaaaeas 28
5.5.5 Requirements for time-stamping of 1eCOTdS..........ccccvveriieriiiriieiiieniecteee e 28
5.5.6 Archive collection system (internal or external)...........ccoceevuerrierrieeniieniieenienieeeeieeeeeae 28
5.5.7 Procedures to obtain and verify archive information............ccccceevvervieirieniieenienieneieenns 28
5.6 K@Y Chan@ROVET ......coiiiiiiieieeteeeetee ettt ettt et e st e bt e s ate e s b be e e s bbeeesabbeeeane 28
5.7 Compromise and diSAStEI TECOVETY.......eecueeruerrieereeerreeraersseeseeeseessessseesseesssessssessseesseesssseesnns 28
5.7.1 Incident and compromise handling procedures...........ccccceeiervieenieriiennieniieereeseeeeeeenn 28
5.7.2 Computing resources, software, and/or data are corrupted............ccecceerevervreereeesieeneeennns 28
5.7.3 Entity private key cOmpPromise proCedures...............coveerieereeniiersiensieeneeseeesieeseeeseeeens 29
5.7.4 Business continuity capabilities after a diSaster..........cccecvvervveeriierieriienieeeeseeece e 29
5.8 CA OF RA TeITINATION. ¢euuvteieiitieiteeeeteeeeieeesieeesitee ettt eestteeeteeesbeesesseessnseessnseesanneessnnsaeeessesnnns 29
5.8.1 RA TeIMINALION. ...ceiiiiiiiiieiiiieeieeete ettt sttt et st e st esenre e e e s s mneeee 29
5.8.2 CA TOIMUNALION. ...ceieutieieiieeitteeitee et ertt et e et e et e st e sttt e ssateessteesaseeseaseeseaseeeeesennneas 29

6 Technical SECUTItY CONMTOIS......ccuiiiiierieeiierie ettt ettt ettt et e ete e aeeebeessaeebeesssaesssssaeessssaenas 30
6.1 Key pair generation and installation...........coccoeieiiiiniiniieneeeeete et 30
6.1.1 KeY PAIr SENETALION. .. ..uuiiiireiiiieeeeiiteeeeeitteeeeeirteeeesrteeeessseeesesareeeessnssaeessssseeeesssssnnnsnnnns 30
6.1.2 Private key delivery t0 SUDSCIIDET........ccc.ciriiiiiiiiiiiceeeeetee et 30
6.1.3 Public key delivery to Certificate iSSUT..........ccceereerieeiieniiereeeeeeieeeieesreeesireeesereeenes 30
6.1.4 CA public key delivery to relying Parties........ccccceeeueerierreeniieeiienieeieeeeieeeesieeeesieee e 30
6.1.5 KOY SIZES.....eeeieieeiiieeeeitee ettt ettt e ettt e e ettt e e e sttt e e s st e e s ettt e e e e bt e e e e e e aanaanrraaaaees 30
6.1.6 Public key parameters generation and quality checking..........c.ccceeceeviiiniiniinniiieinnieenns 30
6.1.7 Key usage purposes (as per X.509 v3 key usage field).........cccceevvrrvernieersieenienrennrennnenn 30
6.2 Private key protection and cryptographic module engineering controls............ccccecveerrueeennne 31
6.2.1 Cryptographic module standards and CONtIOIS............ccecueerierrieereeniieirieeieesee e 31
6.2.2 Private key (n out of m) multi-person CONtIOl............coevueevuiirieriieiniienierie et 31
6.2.3 PIiVate KBY BSCIOW.....icctiieiieeiieeiieeieeniteettesteesteessteesseessseesseesssessseesssaesseesssseesassseesssseesns 31
6.2.4 Private Key DaCKUP. ......cooiiiiieieet ettt ettt st e e 31
6.2.5 Private Key archival.........ccoccuiiriiiiiiiiiieieciceecee ettt saaee s 31
6.2.6 Private key transfer into or from a cryptographic module..........c...ccocerriiniiiniiiinniienns 31
6.2.7 Private key storage on cryptographic module............cccoceeriiriiiinieniiiiienieeeeeee e 31
6.2.8 Method of activating private Key.........cceceerieeiiiinieiiiiieeeeeeee et 31
6.2.9 Method of deactivating Private Key..........ccoecuerrieriieerienieeieeieesee e eie e sve e e 32
6.2.10 Method of destroying Private Key.........cccoecueeiieriieriiinieeieeeteeeeree et 32
6.2.11 Cryptographic module TatiNg..........ccceevueeriierieeiiierieeieerte et esee e seee e e reeseereeseeeeeees 32
6.3 Other aspects of key pair Management............cccceerierrierrieniieenieeieerte et s e steesbeeeesaeeeeas 32
6.3.1 PUDLiC Key archival........ccccociieiiiiiiiiieeiecieeeceteee ettt ettt te st e s sae e e aree s 32
6.3.2 Certificate operational periods and key pair usage periods.........c.ccceeceeerriuierrniieennineeenns 32
6.4 ACHVALION QALA....ccoueeteeieriiiierteeee ettt ettt st et st s et et e et e s st et e st e satesbeeabeeeabeeeseesnnee 32
6.4.1 Activation data generation and installation............ccccceecieriiiniiiiiienienieeeeeee e 32
6.4.2 Activation data PrOECHION. .....c.eeevueertierieeriieeteereeeteerteesteesteesteeseessseesseessseeensseeesssseaennns 33
6.4.3 Other aspects of aCtivation data............cceeeeveeeciieeeiieeereeeeee e e eeeeeeere e e e e eare e e e e e eaeaeeas 33
6.5 COMPULET SECUTIY COMITOLS. . .eiiuiiriierierieeeieeiteeste et este et eseteesseessaeeseesssesseesssessseessseesssseens 33
6.5.1 Specific computer security technical requirements..........c...ccecueereervierneensieeneeniieereeneens 33
6.5.2 COMPULET SECUTILY TALIME. .. .eeeeerrureererirteereriieeeesiireeeesureeeeessreeeessseeessssseeessssseeessssssssne 33



6.6 Life cycle technical CONMIOLS. .........ciiiiiiiiiieiieeteee ettt st 33

6.6.1 System development CONLTOIS. ........cciieruiriierieeiieeie et e ettt e ereesteeteeeesabeeesnseeessnaeennn 33
6.6.2 Security management CONLIOIS. ..........ceuiuiirieriiiinierieeteee ettt s e e 33
6.6.3 Life cycle Security COMLIOIS. .......ccouiiriiriiieriieeieerteeie ettt e s re e e sae e ae e e s sraaeenes 33
6.7 Network SECUTILY COMLIOIS. ......cooiiiiiiiieeieeiee ettt ettt ettt e st e e s s 33
6.8 TIMESTAMPINE......eeeiieirtieieriieee ettt e erteeeesrrteeessareeeseesrteeesssaseeeessassaeesssssaeesssssaeesssnseeesssnseees 34
7 Certificate, CRL, and OCSP Profiles.........cccuiieciiiiiiiieieecieceiee ettt see e seae e e sveeesvaee s 35
7.1 Certificate PrOfile........coiiiiiiiieieeeeeee ettt 35
7.1.1 Version NUITIDEI(S)......ceerueerieeieerieeitteeteette st e it st e et e sate e bt e st e e bt e s bessbeesateesnsteesanseeesnns 35
7.1.2 CertifiCate XtENSIONS. ... cevuterterieriirteetenteetert et et eat et et st e st et e sstesbeebesseesseesaeesaneesneeas 35
7.1.3 Algorithm object iIdentifiers..........cceeviiriiiiiirieeeee e 37
7.1.4 NAME fOITINIS. ...cutiiiiieriiiieeteet ettt ettt sttt e e s bt et e et e s st et e et e s st e nbeeabesaeesaseenaees 37
7.1.5 INAINE CONSITAINTS. ....eeeiiiiiiieieiitteeieeitte e ettt e e ettt e eeerreeeeeeraeeesenreteeeenaaeessennraeesesnnnsrsnnnne 37
7.1.6 Certificate policy object identifier..........ccccueriiriiieriiiriiierieeieeeeeeee e 37
7.1.7 Usage of Policy Constraints eXtenSION.........cccueeruieriierriieniierrieeniieesieeseeesreeseeesseeseessseenans 37
7.1.8 Policy qualifiers syntax and SEMANtiCS........cccueerueerieriieenieeeieeniesieeseeessereeesereeeseneeennnns 37
7.1.9 Processing semantics for the critical Certificate Policies extension............cceceeeeevuveeennee 37
7.2 CRL PIOFILE...c. ittt et sttt sae et et e et s 37
7.2.1 Version NUITIDEI(S)......ceeutrrieeitenieeitteste et e ete et e site et e s ate e bt e sate e bt e sbessseesateessnsaeesansaeesans 37
7.2.2 CRL and CRL eNtry eXteNSIONS. ......cccveerrierrreerreerireeseesieesseessessseesssesssessssesssessssesssessssennes 37
7.3 OCSP PrOfile.....eieieeeieieeeeeeeeee ettt ettt ettt st e s ae e be et e s seebeenaessnennnes 38
7.3.1 VersSion NUIMDEI(S)...cuveeiveerieeiieenieeieenieeittestesseesteesseessseesseesssessseesssessseessessssseeessssaesnnns 38
7.3.2 OCSP EXEENSIONS. c..uuttieiieeeiieeeiteeeite e et e e ette e et teeeiteessateessabeesanaeessateessteesseeseseeeesssnsneeas 38

8 Compliance audit and Other aSSESSIMENL. .........cccueeerierierrieeeieesieeereereeeteesreesseesseesseesseeesssseesssseens 39
8.1 Frequency or circumstances Of aSSESSIMENL..........ccc.eirieriieriieeriienieeieente et e e eeeeseieeeesieee e 39
8.2 Identity/qualifiCations Of ASSESSOT.......cccuiirierriierieeieerieeieesteerre et e ereesreesreesaeessseesseessseeseeeas 39
8.3 Assessor's relationship t0 assesSed ENLILY.......cccierierrieriieerienieereeete ettt e e eee e sireessreee e 39
8.4 Topics COVEred DY @SSESSIMENL......ceevierreerrerrieerieerreesteesseesteesseesssessseesssesssseesassseesssssesssssseesnns 39
8.5 Actions taken as a result Of defiCIENCY........ceevuiiriiiiiiiniiiieeee e 39
8.6 CommUNICAtION OFf TESULILS. ...ccuveruiiiiiiirieteteet ettt ettt 39
9 Other business and legal MAtLeTs...........ccocuerruierieriiirieeteete ettt sttt e e s aeee e easees 40
9.1 F RS neeeeeeeeeeees e e et es et ee et ee bt se bt eee bt e e bb e e e ebb et e e e e nraeeeeeas 40
9.1.1 Certificate issuance or renewal fees...........covieriiiiriiriiinieeeeeeee e 40
9.1.2 CertifiCate aCCESS fRES.....ccuiriiriiiieeitertteeet ettt ettt et e e bt e s b e s saee e 40
9.1.3 Revocation or status information access fees...........ccoceereerriernieniennienieeeeeeeee e 40
9.1.4 Fees fOr Other SEIVICES. ... .covirirrierienieeieeitest ettt ettt e e st e st st e sat et et e sbeenbesaaesaeeas 40
9.1.5 Refund POLICY....ciouieeiiiieeeeeeee ettt sttt ettt s 40
9.2 Financial 1€SPONSIDIIILY .....cccueiiiiriiiiieeiieieeieese ettt see e e te e sae e st e e saaesteesnnes 40
9.2.1 INSUTANCE COVETAGER.......vviieieirieeeeiireeeieeitteeeeitteeeeerreeeseessrteesenraeeseesraeeseensseeesssnsaeessssannns 40
9.2.2 OthET @SSELS....eeuveeueerteiterienitesteeteste et st e st et e et e st e st e st e sat e b e et e saeenbesabesat e bt eenbteenneeennneeane 40
9.2.3 Insurance or warranty coverage for end-entities...........ccoceevueerieerieeniennieenieeereeseee e 40
9.3 Confidentiality of business information...........cccceerveeeiieriieiiiinieeeereee e 40
9.3.1 Scope of confidential iNfOrMAtioN..........ccceeeviieiiiiieiciie et ae e e eaee e 40
9.3.2 Information not within the scope of confidential information...........ccccceeeveervvereveeennnenn. 41
9.3.3 Responsibility to protect confidential information.............cccceevieriiiniiiiniiiiiniieeeeee 41
9.4 Privacy of personal information............c.eecuierieriiierieeiieenieee et se e e e e ser e e seaeeeeneaee s 41
9.4.1 PriVACY PLAl..cuuiiiiiieiiiiteee ettt ettt ettt ettt st ettt et e et e e na s 41
9.4.2 Information treated as PriVALe.........ccceceerierriierieeiieerreeiteesee et eseesseesseessaseesssseesssssaesnns 41



9.4.3 Information NOt deemMed PIiVALe........cc.ceevueeeeiieeeriieeeeieeecteeeeteeesreeeesreeeeseeeesreeesnnsaeeseennns 41

9.4.4 Responsibility to protect private information............ccccceeeiervieerieeriiennieeeriee e eieeens 41
9.4.5 Notice and consent to use private information............cccccueeeeieerivieeecieeerieeecee e eeeee e 41
9.4.6 Disclosure pursuant to judicial or administrative proCess.........ccceceereeerveereessveeseessvennnns 41
9.4.7 Other information disclosure CirCUIMSLANCES..........c.cervierriierieriiienieeiterteerree st seeeeeieeees 42
9.5 Intellectual ProPerty TIGILS........ccoiiiciieiieeieeieeeieece ettt ettt eete e e e eaeeseaeesbeessaessaeesneeas 42
9.6 Representations and WaITAIIES. .........ccueeecveeeiieeeiieeeieeeeitreeesseeessseeessseesssseesssssssseesssssssssseeeens 42
9.6.1 CA representations and WaITANtieS.........cueecuerreerrierreerrierseessieeseesseeseessseesseesssessseessssees 42
9.6.2 RA representations and WarTanties.........ccceccveeeireeeiureessueeessieeesseeesseeesseesssseessseeessseeseeens 42
9.6.3 Subscriber representations and Warranties............ceeevveerveereerrreeseesseeseessseeseesssseeesssnees 42
9.6.4 Relying party representations and WarTanties...........ccceereerrueerieniuerneesieeesieeesssneeesssueeesns 42
9.6.5 Representations and warranties of other participants............ccocceeevieerienrieeseenseeneeeeeene 42
9.7 Disclaimers Of WAITAILIES. ........ccueriuiirierieeiieeieete ettt ettt e st sat et e st e e sbe e st e eaeeesneeees 42
9.8 Limitations Of Liability.....ccccecieciiiriiiriiieiieeieeste ettt re e sbe e e et e e seessseeeensneaes 43
9.9 TNAEIMINITIES. ... eeiiteeieette ettt ettt et st et e st e e bt e et e e s bt e st e e bt e sab e e st e sabeesstesabeeseenanes 43
9.10 Term and TerMINAtiON. .......cccerruertererrienterteetentete et st e ste et e st esse et esseebe st esaeensesseessseesaseenane 43
9.10.1 TOIMIN.ceueteeeiiteeite ettt ettt ettt e ettt e ettt e s bt e e st e e e st e e e bt e e easeeseubeeesabee e nsbteeeeennsnaaeeeennnnee 43
9.10.2 TOIMUNALION. ...eetiuitiiiiieietee ettt ettt et e e abe e s ear e e sbae e s sbaeesnaaeeesesnnnaeeesenannne 43
9.10.3 Effect of termination and SUIVIVal..........cccooiiriiiiiiiniiiiieeeete et 43
9.11 Individual notices and communications with participants............cecceervvereeerceerieeniieeseeeeennn 43
9.12 AMENAIMIENLS. ... uveeeieeieeriieeteeeite et e st e et e s ateeseeste e bt esate s st esabeeseesaseebeesabeesteesnseeesssaeesasseeas 43
9.12.1 Procedure for amendment...........cccueeeererrierieneerienieneesieeteseesteste st esseeteesareesaseesaseeeas 43
9.12.2 Notification mechanism and Period...........ccoceeeeeuieeiiieiiiiiieecieeecre e e e 43
9.12.3 Circumstances under which OID must be changed............cccccoevveeriiniiiniiiieniieeeieee 43
9.13 Dispute resolution PrOCEAUIES.........ccueieeuveieiieeeiieeeireeesreeeiteeessteeesseeesseeesesssssseeesessssssseeeens 44
9.14 GOVEIMINEG JaW.c..eiiiiiiiiieiiiieeitete ettt st se e et e et e s b e e st ae st e e seessbaessaeenseesseesssasseennses 44
9.15 Compliance with applicable Iaw.........coccuieeeiiiiciieceeeeee e e e 44
9.16 MiSCellan@ous PIrOVISIONS. .....ccuiiivierieerieenierieeeieerteesteesteesteesseessaeesseessseesseesssesssessssessseessnnes 44
9.16.1 ENLITe QBIEEIMIEIIL....cceiiiurieeieeiieeeeeeireeeeetteeeeerrteeeeerreeeseenrrteeeesrreessesnraeeeeesssesssssssnnnnnes 44
9.16.2 ASSIGNITIENL. ....uvveeieeiieeeeeriiteeeertteeeeertteeeesateeeassusreeeasssrteeeesssseeesssssseessssasteesssssseeesssssssnnns 44
9.16.3 SeVEIADILILY....ceeiieiieiieeieeteeee ettt ettt ettt e st e et e s neeeeaa 44
9.16.4 Enforcement (attorneys' fees and waiver of rights).........ccccceevienviiiniiiiiniiieiniieeeiees 44
9.16.5 FOTCE IMAJEUTE.....cceeuieiieiieeeetiereitetteeeeeseesierteeeeeesesassssnsaeaaeeessesssssnssaeeesessessssnnssnsnnnnnns 44
9.17 OtheT PIOVISIONS. ....viiiuieriieiiieieeieeeieertestessteestee st esteesseesstessseesssessseesssessseesssesssesssseesseesssees 44
BiDlIOGIADRY ... ettt sttt ettt e s b e e e e aba e e enes 45
Appendix A External CAs recognized by the CESNET CA......ccoooiiriiriieniieeeereeiee e eevvee e 46
CAs recognized for authentication Of PEISOMS.........cccueeriiriiiirieriieenie ettt 46



1 Introduction

This Certificate Policy and Certification Practice Statement (CP/CPS) defines the Basic Level
certificate policy and practices for use by the CESNET CA when issuing public key certificates.

This document is formatted according to RFC 3647 [RFC3647]. There are some sections that are
maintained for compatibility although they do not apply exactly to the services required by this
Certificate Policy. These sections contain the text “No stipulation™.

Within this document the words ‘MUST’, ‘MUST NOT’, ‘REQUIRED’, ‘SHALL’, ‘SHALL NOT”,
‘SHOULD?’, ‘SHOULD NOT’, ‘RECOMMENDED’, ‘MAY’, ‘OPTIONAL’ are to be interpreted as
in RFC 2119 [RFC2119].

1.1 Overview

This CP/CPS describes the requirements which MUST be met by CESNET CA in issuing digital
public key certificates.

This CP/CPS SHOULD be used by a relying party to determine the level of trust associated with
this policy. An X.509 Version 3 certificate issued by CESNET CA SHOULD contain a reference to
this CP/CPS.

1.2 Document name and identification

This document is CESNET CA Basic Level Certificate Policy and Certification Practice Statement
version 4.0. This policy is uniquely identified by the following identifier: 1.3.6.1.4.1.8057.1.2.2.4.0.

Certificate Policies

CESNET CA Basic Level Certificate Policy
Major Version

Minor Version

ISO assigned 1
ISO Identified organization 3
US Department of Defense 6
Internet 1
Internet Private 4
IANA registered private enterprises 1
CESNET 8057
PKI 1
2
2
4
0



1.3 PKI participants

1.3.1 Certification authorities

The CESNET CA is part of CESNET PKI services. It is operated by CESNET, a. 1. e. to issue
public key certificates to persons, hosts and applications for use within the Czech academic
community.

The CESNET CA is an on-line CA, subordinate to the CESNET CA Root CA. Requirements
described in this CP/CPS are binding for the CESNET CA when issuing Basic Level public key
certificates.

1.3.2 Registration authorities

This CP/CPS is binding for Registration Authorities (RA) operated by the CESNET CA or on
behalf of the CESNET CA.

1.3.3 Subscribers

The CESNET CA SHALL issue certificates to employees and students of Czech universities, Czech
Academy of Sciences, and any organization cooperating with these entities in the practice of
research, educational and administrative functions as well as to computers and application services
operated by these organizations.

1.3.4 Relying parties
This CP/CPS does not limit the community of relying parties.

1.3.5 Other participants

No stipulation.

1.4 Certificate usage

1.4.1 Appropriate certificate uses

Certificates issued by the CESNET CA MUST NOT be used for financial transactions.
Certificates issued by the CESNET CA can facilitate:

* Authentication

* Authorization

* Confidentiality

* Integrity

Applicable key usage is indicated in the keyUsage extension of the certificate. Any usage other than
the one(s) indicated in this extension is at the risk of the relying party.



1.4.2 Prohibited certificate uses
Certificates issued by the CESNET CA MUST NOT be used for securing financial transactions.

1.5 Policy administration

1.5.1 Organization administering the document

CESNET PKI
CESNET, a. 1. e.
Zikova 4

160 00 Praha 6
Czech Republic

Email: ca@cesnet.cz

1.5.2 Contact person

Policy Administrator is appointed by CESNET, a. 1. e. Contact details are published at the CESNET
PKI repository (see Section 2.1).

1.5.3 Person determining CPS suitability for the policy
CPS suitability for the CP is determined by the Policy Administrator (see Section 1.5.2).

1.5.4 CPS approval procedures

Proposed changes to this CP/CPS MUST be delivered to the Policy Administrator. The Policy
Administrator informs the requester about the review results within one month.

1.6 Definitions and acronyms

Certificate subject
The entity (person, organization, or server) whose public key is certified in the certificate.

Certification Authority (CA)
An authority trusted by one or more users to create and assign public key certificates.

CA-certificate
A certificate for one CA's public key issued by another CA.

Certificate policy (CP)

A named set of rules that indicates the applicability of a certificate to a particular community
and/or class of application with common security requirements.
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Certification path
An ordered sequence of certificates which, together with the public key of the initial object
in the path, can be processed to obtain that of the final object in the path.

Certification Practice Statement (CPS)
A statement of the practices which a certification authority employs in issuing certificates.

Certificate revocation list (CRL)
A time stamped list identifying revoked certificates which is signed by a CA.

Issuing certification authority
In the context of a particular certificate, the issuing CA is the CA that issued the certificate.

Public Key Certificate
A data structure containing the public key of an end-entity and some other information,
which is digitally signed with the private key of the CA which issued it.

Registration authority (RA)
An entity that is responsible for identification and authentication of certificate subjects and
for accepting revocation requests, but that does not sign or issue certificates (i. e., an RA is
delegated certain tasks on behalf of a CA).

Relying party
A recipient of a certificate who acts in reliance on that certificate and/or digital signatures
verified using that certificate. In this document, the terms ‘certificate user’ and ‘relying
party’ are used interchangeably.

Subject certification authority
In the context of a particular CA-certificate, the subject CA is the CA whose public key is
certified in the certificate

Subscriber
In the case of certificates issued to resources (such as web servers), the person responsible
for the certificate for that resource. For certificates issued to individuals, same as certificate
subject.
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2 Publication and repository responsibilities

2.1 Repositories

The CESNET CA SHALL operate a publicly accessible repository to publish its certificates,
Certificate Revocation Lists (CRLs), and relevant public documentation. The repository SHALL be
accessible at

http://www.cesnet.cz/pki.

2.2 Publication of certification information
The CESNET CA MUST make publicly available, in its repositories:

1. The CESNET CA certificate,

2. the current version of this CP/CPS,

3. all previous versions of the CESNET CA CP, CPS, and CP/CPS that were in effect for
issuing certificates,

4. the current version of the CESNET CA CRL.

In addition, the CESNET PKI SHALL make publicly available in it repositories:

1. The CESNET Root CA certificate,

2. the current version of the CESNET Root CA CP/CPS,

3. all previous versions of the CESNET Root CA CP, CPS and CP/CPS that were in effect for
issuing certificates,

4. the current version of the CESNET Root CA CRL.

2.3 Time or frequency of publication

This CP/CPS is published before issuing the first certificate under this CP/CPS. New versions of
this CP/CPS are published at least seven days before issuing the first certificate under the new
version of the CP.

2.4 Access controls on repositories

Information listed in Section 2.2 SHALL be publicly available. The information published in the
repository SHALL be protected against any unauthorized modification.
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3 Identification and authentication

3.1 Naming

3.1.1 Types of names

The CESNET CA assigns each entity a non-empty X.501 Distinguished Name (DN) which serves
as a unique identifier of the entity. The DN is inserted in the subject field of the certificate(s) issued
to the entity.

All end-entity subject DNs SHALL start with an invariable part identifying the issuing CA
(dc=cesnet-ca, dc=cz). The subsequent variable part MAY consist of the following attributes:

Organization

Attribute name O

OID 2.5.4.10

Necessity required

Comments For personal certificates, this is the official name of the institution the

subscriber is affiliated with. For server certificates, it is the official name of
the institution operating the server. In both cases the CESNET CA requires an
evidence of the affiliation.

Organizational Unit

Attribute name ou

OID 2.5.4.5

Necessity optional

Comments For personal certificates, this is the official name of the organizational unit or

department the subscriber is affiliated with. For server certificates, it is the
official name of the organizational unit or department operating the server. In
both cases the CESNET CA requires an evidence of the affiliation.

Common Name

Attribute name CN

OID 2.5.4.3

Necessity required

Comments For personal certificates, this attribute SHOULD contain subscriber's first

name followed optionally by initials followed by surname. The CESNET CA
MUST verify the personal names comparing them with an official id
document.

For server certificates, this attribute SHOULD contain a DNS name of the
server.

Subscribers MAY request including other types of names in their certificates, such as email
addresses, DNS host names, IP addresses, or URIs. These names MAY be included in the
subjectAltName certificate extension in accordance with RFC 5280 [RFC5280] if allowed by the
requested certificate profile (see Section 7.1).
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3.1.2 Need for names to be meaningful

The names contained in a certificate MUST be meaningful in the sense that the issuing CA has
proper evidence of the existent association between these names and the subscriber.

3.1.3 Anonymity or pseudonymity of subscribers
The CESNET CA MUST be able to trace every name it certifies to the respective subscriber.

3.1.4 Rules for interpreting various name forms
Names in certificates SHALL be interpreted according to RFC 5280 [RFC5280].

3.1.5 Uniqueness of hames
Every Subject DN SHALL be associated with exactly one entity.

3.1.6 Recognition, authentication, and role of trademarks

No stipulation.

3.2 Initial identity validation

3.2.1 Method to prove possession of private key

The requester MUST prove possession of the private key which corresponds to the public key in the
certificate request. The possession SHAL be proved by submitting a digitally signed PKCS#10
request or by providing another cryptographically equivalent demonstration.

3.2.2 Authentication of organization identity

Organizations are authenticated using officially recognized documents. The CESNET CA MAY use
third party services to confirm the identity of an organization. Every time a subscriber requires the
inclusion of the name of a certain organization in a certificate, the issuing CA MUST have evidence
that the organization has completely knowledge about this fact.

3.2.3 Authentication of individual identity

Individuals MUST be authenticated using officially recognized identity documents containing a
photograph of the individual. The registering RA MUST meet the requester in person to compare
the photograph and register the number of the identification document. Any identity card issued by
government or by the organization operating the RA is acceptable for authentication.

3.2.4 Non-verified subscriber information
All names in the certificate SHALL be verified by the CESNET CA.
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3.2.5 Validation of authority

When a subscriber requests the inclusion of the name of a certain organization in a certificate,
he/she MUST provide an evidence that the organization has approved the request (see Section
3.2.2).

The requester asking for a certificate for a server or a software component MUST prove that he/she
has the necessary authorization by providing a signed statement made by the representatives of the
organization operating the server/software. The statement MAY be in electronic form in which case
it MUST be digitally signed by a valid certificate issued by the CESNET CA or a Certification
Authority recognized by the CESNET CA for authenticating persons. The list of recognized CAs is
maintained in Appendix A.

3.2.5.1 Validation of authority for eduroam® RADIUS/TLS certificates

The requester asking for for a certificate for an eduroam® RADIUS/TLS certificate MUST provide
a proof of his/her email address as registered with the corresponding eduroam® National Roaming
Operator. A personal certificate asserting the email address issued by the CESNET CA or a CA
recognized for authenticating persons is accepted as the proof. The eduroam® National Roaming
Operator MUST approve issuing the requested certificate to the requester identified by the provided
email address.

3.2.6 Criteria for interoperation

No stipulation.

3.3 Identification and authentication for re-key requests

3.3.1 Identification and authentication for routine re-key

After a certificate expiration, the CESNET CA MUST NOT issue a new certificate for the same key.
The CA MAY issue a new certificate for a new key. The re-key authentication MAY be
accomplished with the same procedure as for initial registration or using a request digitally signed
with the private key corresponding to the old certificate. The old certificate MUST be valid at the
time of the request delivery to the CA.

3.3.2 Identification and authentication for re-key after revocation

A public key whose certificate has been revoked for private key compromise MUST NOT be re-
certified. A new certificate may be issued only after authenticating the request with the same
procedure as for initial registration.

3.4 Identification and authentication for revocation request

A revocation request made by a requester who can prove his/her possession of the private key
corresponding to the certificate MUST be considered authenticated and accepted. Requesters not in
possession of the private key corresponding to the certificate MUST be authenticated using the
same procedure as for initial registration or by validating the digital signature using a valid personal
certificate issued by the CESNET CA or a CA recognized for personal authentication (see Appendix
A).
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4 Certificate life-cycle operational requirements

4.1 Certificate Application

4.1.1 Who can submit a certificate application

A certificate application may be issued by an eligible entity. An entity submitting a certificate
application MUST be registered with the CA system in compliance with Section 3.2.

4.1.2 Enrollment process and responsibilities

The enrollment process usually follows the following steps:

1. The requester submits a certificate application.
* The application MUST contain the public key request to be certified.
* The application MUST contain all the names requested to be certified.
* The application MUST identify the requested type of certificate.
* The application MUST be delivered using a secure and authenticated method, i. e.
using the secured CA web interface or a signed email.

2. The Registration Authority verifies the application. If the application is accepted, the RA
issues a one-time authentication token to the requester. The token MUST be passed during a
face-to-face meeting with the requester or using a message encrypted using the requester's
valid personal certificate.

3. The requester requests the certificate from the CA's enrollment application using the one-
time authentication token for authentication.

4. The CA's enrollment application issues the certificate and delivers it to the requester.

4.2 Certificate application processing

4.2.1 Performing identification and authentication functions

Registration Authority MUST verify the identity and authorization of a requester
using either
* an official personal photo ID during a face-to-face meeting or
* a personal certificate of the requester to verify the signature on the electronically signed
certificate application.

4.2.2 Approval or rejection of certificate applications

Registration Authority SHALL approve a certificate application only if
* the identity of an requester has been properly verified,
* all names requested to be included in the certificate have been properly verified,
» all names requested to be included in the certificate have been authorized by their respective
owners.

Otherwise, the application SHALL be rejected.
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4.2.3 Time to Process Certificate Applications
A Registration Authority SHOULD act on a certificate application within two business days.

4.3 Certificate issuance

4.3.1 CA actions during certificate issuance

The CESNET CA SHALL verify requester's identity using the one-time authentication token issued
by to the requester the RA (see Section 4.1.2). The CESNET CA SHOULD verify the quality of the
public key supplied by the requester according to the actual status of knowledge about weak and
compromised keys.

After successful verification of requester's identity and the quality of the supplied key, the CESNET
CA SHALL assemble the certificate from the data obtained during the registration process and issue
it.

4.3.2 Notification to subscriber by the CA of issuance of certificate

The issued certificate is delivered to the requester during his/her session with the enrollment
application. No other notification SHALL be provided.

4.4 Certificate acceptance

4.4.1 Conduct constituting certificate acceptance

A certificate SHALL be deemed to be accepted by a requester at the time of the certificate's delivery
to the requester.

4.4.2 Publication of the certificate by the CA
The CESNET CA SHALL NOT publish the issued certificates.

4.4.3 Notification of certificate issuance by the CA to other entities
The CESNET CA SHALL NOT notify other entities of certificate issuance.

4.5 Key pair and certificate usage

4.5.1 Subscriber private key and certificate usage

A private key corresponding to a certificate issued by the CESNET CA may be used only in
compliance of this CP/CPS and the intended key usage as specified in the certificate.

4.5.2 Relying party public key and certificate usage
Relying party MUST before relying on a certificate:

* use the certificate in compliance with this CP/CPS,
» verify that the certificate has not been revoked,
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» verify that the signature to rely on was created within the validity periodof the certificate,
and
* use the certificate in accordance with the specific purpose for which it has been issued.

4.6 Certificate renewal
The CESNET CA SHALL NOT support certificate renewal.

4.6.1 Circumstance for certificate renewal
Not applicable.

4.6.2 Who may request renewal
Not applicable.

4.6.3 Processing certificate renewal requests
Not applicable.

4.6.4 Notification of new certificate issuance to subscriber
Not applicable.

4.6.5 Conduct constituting acceptance of a renewal certificate
Not applicable.

4.6.6 Publication of the renewal certificate by the CA
Not applicable.

4.6.7 Notification of certificate issuance by the CA to other entities
Not applicable.

4.7 Certificate re-key

4.7.1 Circumstance for certificate re-key

The CESNET CA SHALL NOT issue a new certificate for a public key that has already been
submitted to it in a certificate application. Every non-first certificate for a subscriber MUST be
obtained via a re-keying or certificate modification procedure. A subscriber MAY request for a
certificate re-key at his/her own discretion. Information within the certificate MUST be valid and

complete at the time of delivery of the re-key request.

18



The CESNET CA SHALL NOT support certificate re-keying for eduroam® RADIUS/ TLS
certificates. All applications for eduroam® RADIUS/TLS certificates SHALL be treated as initial
Certificate Applications.

4.7.2 Who may request certification of a new public key

Only the subscriber may request a certificate re-keying.

4.7.3 Processing certificate re-keying requests

Registration Authority receiving the re-keying request MUST approve the request

only if:
» the identity of the requester can has been verified in accordance withSection 3.3,
* the information within the current certificate is valid and complete,
* the requester is eligible for the certificate.

Otherwise, the request MUST be rejected. Approved re-keying requests are processed in accordance
with statements in Sections 4.2 and 4.3.

4.7.4 Notification of new certificate issuance to subscriber
See Section 4.3.2.

4.7.5 Conduct constituting acceptance of a re-keyed certificate
See Section 4.4.1.

4.7.6 Publication of the re-keyed certificate by the CA
See Section 4.4.2.

4.7.7 Notification of certificate issuance by the CA to other entities
See Section 4.4.3.

4.8 Certificate modification

4.8.1 Circumstance for certificate modification

A certificate MUST be modified when information in the certificate other than the public key
changes and becomes invalid or incomplete. The CESNET CA SHALL NOT support certificate
modification procedures for eduroam® RADIUS/TLS certificates. All applications for eduroam®
RADIUS/TLS certificates SHALL be treated as initial Certificate Applications.
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4.8.2 Who may request certificate modification

Only the subscriber may request a change of the Common Name in the certificate subject name.
Only the subscriber or the organization whose name should be included in the modified certificate
may request a change of the Organization attribute in the certificate subject name. A change in other
names in the certificate may be requested by the subscriber or the organization managing the
respective names.

4.8.3 Processing certificate modification requests

Registration Authority receiving the modification request MUST approve the request only if:
* the identity of the requester has been verified in accordance with procedures described in
Section 4.2.1,
* the requested content of the modified certificate is valid and complete,
* the subscriber is eligible for the certificate.

A request for a change of a common name in the certificate subject MUST be verified in accordance
to Section 3.2.3. A request for a change of an organizational name in the certificate subject MUST
be verified in accordance to Section 3.2.2. Approved modification requests are processed in
accordance with statements in Sections 4.2 and 4.3.

4.8.4 Notification of new certificate issuance to subscriber
See Section 4.3.2.

4.8.5 Conduct constituting acceptance of modified certificate
See Section 4.4.1.

4.8.6 Publication of the modified certificate by the CA
See Section 4.4.2.

4.8.7 Notification of certificate issuance by the CA to other entities
See Section 4.4.3.

4.9 Certificate revocation and suspension

4.9.1 Circumstances for revocation

A certificate SHALL be revoked when any of the following circumstances occurs:
» the private key corresponding to the certificate is compromised or suspected to be
compromised or lost;
* the subscriber's data has changed;
* the subscriber has violated his/her obligations;
¢ the certificate has not been issued in accordance with this CP/CPS;
* the end-entity is no longer eligible for the certificate;

20



* the CESNET CA terminates operation (see Section 5.8.2).

4.9.2 Who can request revocation

The CESNET CA SHALL accept a revocation request made by the entity in possession of the
corresponding private key. Other entities MAY request revocation, presenting proof of a reason for
revocation.

4.9.3 Procedure for revocation request

The party requesting a certificate revocation SHALL submit the revocation request to a CESNET
CA Registration Authority or to the CESNET CA. The entity receiving a revocation request SHALL
immediately revoke the certificate if

* the requester has been properly authenticated in accordance with Section 3.4 and

* the conditions for revocation have been fulfilled in accordance with Section 4.9.1

The RA SHALL inform the requester about the outcome of the revocation procedure.

4.9.4 Revocation request grace period

Any party that becomes aware of circumstances for revocation SHALL request a revocation as soon
as possible but not later than within one business day.

4.9.5 Time within which CA must process the revocation request

The Registration Authority SHALL act on a revocation request within one business day.

4.9.6 Revocation checking requirement for relying parties

Relying parties MUST check the revocation status of a certificate on which they are relying
including the revocation status of all certificates in its certification path.

4.9.7 CRL issuance frequency (if applicable)

The CESNET CA SHALL issue a CRL at leas every 24 hours or immediately after a certificate
revocation. The nextUpdate field of a CRL SHALL be set to the time 5 days after its issuance.

4.9.8 Maximum latency for CRLs (if applicable)
The CESNET CA SHALL publish a new CRL immediately after its issuance.

4.9.9 On-line revocation/status checking availability
The CESNET CA SHALL operate an OCSP service.
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4.9.10 On-line revocation checking requirements

Relying parties MAY use OCSP for checking a revocation status of certificates.

4.9.11 Other forms of revocation advertisements available

No stipulation.

4.9.12 Special requirements re key compromise

No stipulation.

4.9.13 Circumstances for suspension
The CESNET CA SHALL NOT support certificate suspension.

4.9.14 Who can request suspension
Not applicable.

4.9.15 Procedure for suspension request
Not applicable.

4.9.16 Limits on suspension period
Not applicable.

4.10 Certificate status services

4.10.1 Operational characteristics

The CESNET CA SHALL issue direct, full and complete CRLs, i. e. every CRL contains serial
numbers of all non-expired revoked certificates issued by the CA. The OCSP service operated by
the CESNET CA SHALL provide revocation status of all non-expired certificates.

4.10.2 Service availability

The current CRL SHALL be available for download continuously. The OCSP service SHALL be
available continuously.

4.10.3 Optional features

No stipulation.
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4.11 End of subscription

A subscriber may request end of his/her subscription at his/her own discretion. On receiving a
subscription end request, the Registration Authority SHALL revoke all valid certificates issued to
the subscriber and the Conforming CA SHALL cease providing services to the subscriber.

4.12 Key escrow and recovery
The CESNET CA SHALL NOT provide key escrow service.

4.12.1 Key escrow and recovery policy and practices
Not applicable.

4.12.2 Session key encapsulation and recovery policy and practices
Not applicable.
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5 Facility, management, and operational controls

5.1 Physical Controls

5.1.1 Site location and construction
Systems of the CESNET CA SHALL be located at a dedicated closed, secure and safe location.

5.1.2 Physical access

Physical access to systems of the CESNET CA SHALL be monitored and restricted to authorized
personnel only.

5.1.3 Power and air conditioning
Systems of the CESNET CA SHALL be connected to an uninterruptible power supply unit.

5.1.4 Water exposures
Systems of the CESNET CA SHALL be located at a location outside of a flood zone.

5.1.5 Fire prevention and protection

Fire prevention and protection of the CESNET CA site is covered by the CESNET, a. 1. e. fire
prevention policy.

5.1.6 Media storage

Physical access to removable media of the CESNET CA SHALL be restricted to authorized
personnel only. All the media SHALL be backed up and stored in fireproof safes in the CESNET,
a. l. e. office area. Critical backup media SHALL also stored off-site (see Section 5.1.8).

5.1.7 Waste disposal

The CESNET CA SHALL dispose its waste using procedures preventing using the waste to access
any operational information, namely:

* all paper waste SHALL be shredded,

* all magnetic media SHALL be physically/mechanically destroyed before disposal.

5.1.8 Off-site backup
Backups of CESNET CA private keys SHALL be stored off-site.
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5.2 Procedural controls
5.2.1 Trusted roles
Responsibilities at the CESNET CA SHALL be divided among different trusted roles:

System Administrator
manages PKI hardware and software

Security Officer
manages and activates CA signing keys

CA Operator
manages CA system configuration

RA Officer
manages subscribers registration and records, revocation request and other communication

with subscribers

Auditor
performs system audits

5.2.2 Identification and authentication for each role

System Administrator SHALL be authenticated with a user name and password.
Security Officer SHALL be authenticated with a personal certificate.

The private key to the certificate SHALL be stored within a hardware cryptographic module
complying with FIPS 140-2 level 2 or higher.

CA Operator SHALL be authenticated with a personal certificate. The private key to the certificate
SHALL be stored within a hardware cryptographic module complying with FIPS 140-2 level 2 or
higher.
RA Officer SHALL be authenticated with a personal certificate. The private key to the certificate
SHALL be stored within a hardware cryptographic module complying with FIPS 140-2 level 2 or
higher.

Auditor SHALL be authenticated with a personal certificate.
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5.3 Personnel controls

5.3.1 Qualifications, experience, and clearance requirements
The personnel of the CESNET CA SHALL be technically and professionally competent.

5.3.2 Background check procedures

No stipulation.

5.3.3 Training requirements

The CESNET CA personnel SHALL be trained in:
* basic PKI concepts,
* the use and operation of the PKI software,
* the relevant documentation including the CP/CPS,
* computer security.

5.3.4 Retraining frequency and requirements

Training SHALL be provided to the personnel at least annually. Training in the use and operation of
the PKI software SHALL be provided whenever the software is updated or changed. Any change in
CP/CPS SHALL be communicated to the CESNET CA personnel as soon as possible.

5.3.5 Job rotation frequency and sequence

No job rotation has been defined.

5.3.6 Sanctions for unauthorized actions
Unauthorized actions will be dealt with by the director of CESNET, a. l. e..

5.3.7 Independent contractor requirements

No stipulation.

5.3.8 Documentation supplied to personnel

The CESNET CA personnel SHAL be supplied with documentation required for their operation
including but not limited to:

e the relevant CP, CPS, or CP/CPS

* documentation of the PKI software.

5.4 Audit Logging Procedures

5.4.1 Types of events recorded
The CESNET CA SHALL record the following events:
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* registration of a subscriber,

* certificate applications,

e certificate issuance,

* certificate revocation requests,

e certificate revocation,

* CRL issuance,

* initiation of the CA systems,

* activation and deactivation of the CA's signing key,
* access to CA systems.

5.4.2 Frequency of processing log

Logs SHALL be processed monthly or immediately after discovering a security
incident.

5.4.3 Retention period for audit log
Logs SHALL be retained for at least five years.

5.4.4 Protection of audit log

Access to logs SHALL be restricted to authorized personnel only namely the CA personnel and the
auditors. Logs SHALL be protected against lost and modification.

5.4.5 Audit log backup procedures
Audit logs are SHALL be backed up with other CA data.

5.4.6 Audit collection system (internal vs. external)
The audit collection system is internal to the CESNET CA.

5.4.7 Notification to event-causing subject

The subjects causing an audit event are generally not notified.

5.4.8 Vulnerability assessments

Audit logs SHALL be regularly monitored to find potential security incidents and non-standard
events.

5.5 Records archival

5.5.1 Types of records archived

The CESNET CA SHALL archive:
e software,
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¢ the CA certificate,

¢ issued certificates,

e issued CRLs,

* audit logs,

e all implemented CPs and CPSs,
* operational documentation.

5.5.2 Retention period for archive
The CESNET CA SHALL archive items listed in Section 5.5.1 for at least five years.

5.5.3 Protection of archive

Archived information SHALL be accessible to authorized personnel only namely the CA personnel
and the auditors.

5.5.4 Archive backup procedures

Archive records SHALL be regularly moved to an archive media. The media SHALL be stored in a
secure place.

5.5.5 Requirements for time-stamping of records

No stipulation.

5.5.6 Archive collection system (internal or external)
The archive collection system is internal to the CESNET CA.

5.5.7 Procedures to obtain and verify archive information
Access to archive SHALL be recorded.

5.6 Key changeover

The following steps SHOULD be taken when re-keying the signing key of the
CESNET CA:
1. Anew certificate with the new key for the CA SHALL be issued.
2. The new certificate SHALL be published in accordance with Section 2.2.
3. The new certificate is used for issuing certificates. Both the new and the old certificate may
be active at the same time. The old key SHALL be used as long as all certificates signed by
it have not expired.
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5.7 Compromise and disaster recovery

5.7.1 Incident and compromise handling procedures

In case of an incident that might lead to compromising integrity of a CA system, the CA personnel
SHALL initiate the incident analysis immediately. Further steps depend on the outcome of the
analysis.

5.7.2 Computing resources, software, and/or data are corrupted

In case of hardware corruption, the system SHALL be recovered from backup to a new hardware
and brought into operation. In case of software or data corruption, the system SHALL be recovered
from backup and brought into operation.

5.7.3 Entity private key compromise procedures

When the signing key of the CESNET CA is compromised, the CA SHALL:
1. immediately request revocation the corresponding CA certificate(s),

stop operations,

inform users about the incident,

eliminate the circumstances that lead to the compromise,

generate a new key pair,

request a new certificate for the CA,

restart the CA operations with the new certificate.

Nookwn

Whenever the subscriber's key is compromised, the subscriber is obliged to notify the CESNET CA
as soon as possible. The revocation procedure will follow according to Section 4.9.

5.7.4 Business continuity capabilities after a disaster

After a disaster, the CESNET CA SHALL recover its systems from backup and restart operations.
The outage SHOULD NOT take longer than 5 business days.

5.8 CA or RA Termination

5.8.1 RA Termination

The CESNET CA SHALL announce a Registration Authority termination to its customers. The
terminating RA SHALL hand over all its documentation to the CA. The CESNET CA SHALL
disable the terminated RA access to the CA systems.

5.8.2 CA Termination

The CESNET CA SHALL announce its intent to terminate its operation at least three months in
advance. Before terminating its operations CESNET CA SHALL:
¢ revoke all issued certificates,
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publish the CRL with the nextUpdate field set to a time after the expiration dates of all
issued Certificates

request its CA certificate revocation,

destroy the private keys in possession of the CA,

archive all relevant information in accordance with Section 5.5.



6 Technical security controls

6.1 Key pair generation and installation

6.1.1 Key pair generation

The CESNET CA SHALL generate and store its private keys in a hardware security module by
authorized personnel. Private keys for CA Operators, RA Officers, and Security Officers SHALL be
generated as non-exportable objects in hardware security modules. Subscribers SHALL be
responsible for generating their private keys.

6.1.2 Private key delivery to subscriber
The CESNET CA SHALL NOT generate private keys for subscribers.

6.1.3 Public key delivery to certificate issuer

Subscribers SHALL deliver their public keys in a form of PKCS#10 or in other digitally signed
format.

6.1.4 CA public key delivery to relying parties
The CESNET CA SHALL publish its certificates in its repository (see Section 2.2).

6.1.5 Key sizes

An RSA signing key of the CESNET CA SHALL be at least 2048 bits long. RSA keys of CA
Operators, RA Officers, and Security Officers SHALL be at least 2048 bits long. RSA keys of
eduroam® server certificates SHALL be at least 2048 bits long. RSA keys of other end-entities
SHALL be at least 2048 bits long.

6.1.6 Public key parameters generation and quality checking
The CESNET CA SHOULD refuse to certify public keys not matching its quality requirements.

6.1.7 Key usage purposes (as per X.509 v3 key usage field)

Certificates and private keys MUST be used only in accordance with this policy and for the purpose
specified in the Key Usage extension.
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6.2 Private key protection and cryptographic module
engineering controls

6.2.1 Cryptographic module standards and controls

Hardware security modules used to generate and store signing keys of the CESNET CA shall be
certified to FIPS 140-2 Level 3 or higher. Cryptographic modules used to generate and store private
keys of CA Operators, RA Officers and Security Officers SHALL comply with requirements of
FIPS 140-2 Level 2 or higher.

6.2.2 Private key (n out of m) multi-person control
See Section 6.4.2.

6.2.3 Private key escrow
The CESNET CA SHALL NOT support private key escrow.

6.2.4 Private key backup

Private keys of a Conforming CA SHALL be backed up using procedures and tools provided by the
HSM used. Private keys of the CA Operators, RA Officers and Security Officers SHALL NOT be
backed up. Subscribers SHALL be responsible for back up of their private keys. Their private-key
backups MUST always be encrypted using a key known only to the authorized personnel.

6.2.5 Private key archival
The CESNET CA SHALL NOT archive private keys.

6.2.6 Private key transfer into or from a cryptographic module

Private keys of the CESNET CA SHALL be generated in an HSM and SHALL be usable only in the
HSM. The private key SHALL be transferred from the HSM only as part of an encrypted backup of
the HSM. Private keys of the CA Operators, RA Officers and Security Officers SHALL NOT be
transferred into or from the cryptographic module.

6.2.7 Private key storage on cryptographic module

Private keys of CESNET CA SHALL be stored in an HSM in an encrypted form. Private keys of
CA Operators, RA Officers and Security Officers SHALL be stored in hardware cryptographic
modules in an encrypted form.

6.2.8 Method of activating private key

Activation of a private key of the CESNET CA SHALL require providing the PIN for the security
card. Every activation of a CESNET CA signing key is recorded. Private keys of CA Operators, RA
Officers and Security Officers SHALL be activated by providing a PIN for the cryptographic
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module. Personal private keys SHALL never be stored unencrypted. Server private keys MAY be
stored unencrypted only in the key store used by the pertinent server. In that case, appropriate
measures must be used to protect the key from unauthorized access.

6.2.9 Method of deactivating private key

Private keys of the CESNET CA SHALL be deactivated by terminating the CA application. Private
keys of CA Operators, RA Officers and Security Officers SHALL be deactivated by disconnecting
the cryptographic module from the operating system.

6.2.10 Method of destroying private key
Private keys of the CESNET CA SHALL be destroyed using procedures and tools of the HSM.

6.2.11 Cryptographic module rating
See Section 6.2.1.

6.3 Other aspects of key pair management

6.3.1 Public key archival

The CESNET CA SHALL archive its public keys and all public keys submitted as part of a
certificate application.

6.3.2 Certificate operational periods and key pair usage periods

The CA-Certificate of the CESNET CA SHALL be valid for 20 years. Operational period of end-
entity certificates SHALL be at most 13 months. Key pair usage period is identical to the
operational period of the corresponding certificate.

6.4 Activation data

6.4.1 Activation data generation and installation

Activation data for an HSM of the CESNET CA SHALL be generated during configuration of the
HSM using procedures and tools of the HSM. The activation data SHALL be generated within a
dedicated smart card protected by a PIN at least 15 characters long. Activation data for
cryptographic modules of CA Operators, RA Officers and Security Officers SHALL be generated
by the holder of the cryptographic module during the module initialization. Activation data for end-
entities private keys SHALL be generated by subscribers. End-entities' private keys SHOULD be
protected by activation data equivalent to a pass phrase of at least 12 characters.
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6.4.2 Activation data protection

The smart card holding the activating data for the CESNET CA private key SHALL be physically
accessible only to the personnel in the role of Security Trustee. The PIN needed to unlock the
activation data SHALL be known only to the CA personnel in the role of Security Officer. Holders
of activation data SHALL be responsible for the protection of their activation data. Activation data
MUST NOT be kept in unencrypted form.

6.4.3 Other aspects of activation data

No stipulation.

6.5 Computer security controls

6.5.1 Specific computer security technical requirements

The CESNET CA computer systems SHALL satisfy the following requirements:
* The issuing system is run on a dedicated computer system.
* No software not required for the CA operation is installed on the issuing system.
* Relevant security patches and updates are regularly applied.

6.5.2 Computer security rating

No formal computer security rating is required.

6.6 Life cycle technical controls

6.6.1 System development controls

Significant modification of CA systems SHALL be developed and tested on a separated
development system.

6.6.2 Security management controls

No stipulation.

6.6.3 Life cycle security controls

No formal life cycle security rating is required.

6.7 Network security controls

All publicly accessible systems of a Conforming CA SHALL be connected only to a dedicated
network isolated from the public Internet with a packet filtering firewall. The network traffic
accessing the CA systems SHALL be monitored.
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6.8 Timestamping

No stipulation.
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7 Certificate, CRL, and OCSP profiles

7.1 Certificate Profile
The CESNET CA SHALL issue certificates in accordance with RFC 5280 [RFC5280].

7.1.1 Version humber(s)
The CESNET CA SHALL issue certificates X.509 version 3.

7.1.2 Certificate extensions
The CA certificate of the CESNET CA SHALL use the following extensions:

a)
b)
0)
d)

e)

Basic Constraints (critical)
CA: true

Key Usage

Certificate Sign, CRL Sign
Subject Key Identifier

key identifier of the CA
Authority Key Identifier

key identifier of the parent CA
CRL Distribution Point
locator of the parent CA CRL

End-entity certificates SHOULD typically use the following extensions:
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a)
b)

C)

d)

f)

g

Basic Constraints (critical)
CA: false
Key Usage
Digital Signature, Key Encipherment
Extended Key Usage
for personal certificates:
- TLS client authentication (OID 1.3.6.1.5.5.7.3.2),
- Email protection (OID 1.3.6.1.5.5.7.3.4)
for server certificates:
- TLS server authentication (OID 1.3.6.1.5.5.7.3.1),
- TLS client authentication (OID 1.3.6.1.5.5.7.3.2) [optional]
Subject Key Identifier
key identifier of the subscriber
Authority Key identifier
key identifier of the CESNET CA signing key
Certificate Policies
Policy ID: 1.3.6.1.4.1.8057.1.2.2.3.1 (this CP/CPS),
Policy ID: 1.2.840.113612.5.2.2.1 (IGTF's “Authentication Profile for Classic X.509
Authorities with secured infrastructure”) [IGTF-Classic]
Authority Information Access



OCSP: URI: CESNET CA OCSP locator
CA TIssuers: URI: locator of the DER-encoded CESNET CA certificate
h) CRL Distribution Point
URI: locator of the current DER-encoded CESNET CA CRL
i) Subject Alternative Name
for personal certificates:
- rfc822Name: email address(es) of the subscriber
for server certificates:
- dNSName: DNS name(s) of the server
- iPAddress: IP address(es) of the server [optional]

End-entity certificates issued to eduroam® servers SHALL use the following extensions:

j) Basic Constraints (critical)
CA: false
k) Key Usage
Digital Signature, Key Encipherment
1) Extended Key Usage
- TLS server authentication (OID 1.3.6.1.5.5.7.3.1),
- TLS client authentication (OID 1.3.6.1.5.5.7.3.2)
m) Subject Key Identifier
key identifier of the subscriber
n) Authority Key identifier
key identifier of the CESNET CA signing key
o) Certificate Policies
Policy ID: 1.3.6.1.4.1.8057.1.2.2.3.1 (this CP/CPS),
Policy ID: 1.3.6.1.4.1.27262.1.13.1.1 (eduroam® Trust Profile
[eduroamTP] defined base arc) in certificates issued to all eduroam®
Servers,
Policy ID: 1.3.6.1.4.1.27262.1.13.1.1.1.2 (current version of eduroam®
Trust Profile [eduroamTP]) in certificates issued to eduroam® servers,
Policy ID: 1.3.6.1.4.1.25178.3.1.1 (eduroam® Service Provider as defined
in [eduroamTP]) in certificates issued to eduroam® Service Provider
servers,
Policy ID: 1.3.6.1.4.1.25178.3.1.2 (eduroam® Identity Provider as defined
in [eduroamTP]) in certificates issued to eduroam® Identity Provider
Servers.
p) Authority Information Access
OCSP: URI: CESNET CA OCSP locator
CA TIssuers: URI: locator of the DER-encoded CESNET CA certificate
q) CRL Distribution Point
URI: locator of the current DER-encoded CESNET CA CRL
r) Subject Alternative Name
- dNSName: DNS name(s) of the server
- iPAddress: IP address(es) of the server [optional]
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7.1.3 Algorithm object identifiers

The CESNET CA SHOULD use the following cryptographic algorithms:
RSA Encryption — OID 1.2.840.113549.1.1.4
SHA256 with RSA Encryption — OID 1.2.840.113549.1.1.11

7.1.4 Name forms

Subject names of all certificates issued in compliance with this CP/CPS SHALL be constructed
according to Section 3.1.1. The subject name of the CESNET CA is
cn=CESNET CA 4, o=CESNET CA, dc=cesnet-ca, dc=cz.

7.1.5 Name constraints
The CESNET CA SHALL NOT support the Name Constraints extension.

7.1.6 Certificate policy object identifier

This CP/CPS is identified by the OID defined in Section 1.2. The CESNET CA SHALL use OIDs
of other certificate policies in end-entity certificates as specified in Section 7.1.2. These policies
MUST NOT contradict this CP/CPS.

7.1.7 Usage of Policy Constraints extension
The CESNET CA SHALL NOT support the Policy Constraints extension.

7.1.8 Policy qualifiers syntax and semantics

The CESNET CA SHOULD NOT support the Policy Qualifier field of the Certificate Policies
extension.

7.1.9 Processing semantics for the critical Certificate Policies extension
The CESNET CA SHOULD NOT mark the Certificate Policies extension as critical.

7.2 CRL Profile

7.2.1 Version humber(s)
The CESNET CA SHALL issue CRLs version 2 as defined in RFC 5280 [RFC5280].

7.2.2 CRL and CRL entry extensions

The CESNET CA SHALL use the following CRL extensions:
a) CRL Number:
sequential number of the CRL
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b) Authority Key Identifier:
key identifier of the CESNET CA signing key

7.3 OCSP Profile

7.3.1 Version humber(s)

The OCSP service operated by the CESNET CA SHALL use Basic OCSP Response version 1 as
defined in RFC 2560 [RFC2560].

7.3.2 OCSP extensions

No stipulation.
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8 Compliance audit and other assessment

8.1 Frequency or circumstances of assessment
The CESNET CA SHALL perform an annual compliance audit.

8.2 Identity/qualifications of assessor

The regular audit SHALL be performed by the CESNET CA Auditor. The CESNET CA SHALL
enable an audit by a third party when required for its operation support and acceptance. In such
case, the entire costs of the audit SHALL be covered by the entity requesting the audit.

8.3 Assessor's relationship to assessed entity

See Section 8.2.

8.4 Topics covered by assessment
The audit SHALL verify the compliance of the CA operations with this CP/CPS.

8.5 Actions taken as a result of deficiency

If any deficiency is discovered, the CESNET CA SHALL take actions needed to
bring the documentation, operational procedures and configuration into compliance.

8.6 Communication of results

Results of an audit SHALL be considered private to the CESNET CA. The CESNET CA MAY
release audit results to third parties at its discretion.
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9 Other business and legal matters

9.1 Fees

9.1.1 Certificate issuance or renewal fees

No stipulation.

9.1.2 Certificate access fees

No stipulation.

9.1.3 Revocation or status information access fees

No stipulation.

9.1.4 Fees for other services

No stipulation.

9.1.5 Refund policy

No stipulation.

9.2 Financial responsibility
Certificates issued under this CP/CPS SHALL NOT be used for securing financial transactions.

9.2.1 Insurance coverage

The CESNET CA operations are not covered by any insurance.

9.2.2 Other assets

No stipulation.

9.2.3 Insurance or warranty coverage for end-entities
Not supported.

9.3 Confidentiality of business information

9.3.1 Scope of confidential information
The CESNET CA SHALL keep the following information confidential:
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» private keys of all participants

* other cryptographic data used for CA operations

» all personal data except for those included in certificates

* internal CA documentation except for audit reports published at the discretion of the CA

9.3.2 Information not within the scope of confidential information

Information included in certificates, CRLs and OCSP responses SHALL NOT be
considered confidential.

9.3.3 Responsibility to protect confidential information

The CESNET CA SHALL NOT disclose confidential information to any third party,
except when required by law enforcement officials who exhibit regular warrant.

9.4 Privacy of personal information

9.4.1 Privacy plan

When processing personal data, the CESNET CA operates in compliance with the law of the Czech
Republic.

9.4.2 Information treated as private

Any information about subscribers that is not publicly accessible or available through the content of
a certificate, a CRL, or an OCSP response SHALL be treated as private information.

9.4.3 Information not deemed private

Any information about subscribers that is publicly accessible or available through the content of a
certificate, a CRL, or an OCSP response SHALL NOT be deemed private.

9.4.4 Responsibility to protect private information

All CA Operators and RA Officers receiving private information SHALL protect such information
from compromise and disclosure to third parties.

9.4.5 Notice and consent to use private information

By applying for a certificate a subscriber gives the CA a consent to use his/her
private information for providing the PKI services.

9.4.6 Disclosure pursuant to judicial or administrative process

The CESNET CA MAY disclose any confidential or private information to law enforcement
officials who exhibit regular warrant
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9.4.7 Other information disclosure circumstances

No stipulation.

9.5 Intellectual property rights
CESNET, a. 1. e. owns all intellectual property rights associated with this CP/CPS.

9.6 Representations and warranties

9.6.1 CA representations and warranties
The CESNET CA CA SHALL provide PKI services in compliance with this CP/CPS.

9.6.2 RA representations and warranties
A Registration Authority SHALL operate in compliance with this CP/CPS.

9.6.3 Subscriber representations and warranties

A subscriber SHALL in particular:
» provide correct and accurate information to the CA,
* immediately inform the CA about any change of information that has been submitted to the
CA,
* act in accordance with this CP/CPS.
* use certificates and other services of the CA only for legal purposes,
* use certificates only for purposes for which they were issued,
» protect their private keys from compromise, loss, disclosure, or any unauthorized use,
* immediately request revocation of a certificate when it is suspected to have been misused.

9.6.4 Relying party representations and warranties

Before relying on a certificate to verify a digital signature, relying parties
SHALL check that at the time of the creation of the signature the certificate
was valid, has not been revoked and was issued for the given purpose.

9.6.5 Representations and warranties of other participants

No stipulation.

9.7 Disclaimers of Warranties

No stipulation.
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9.8 Limitations of Liability

The CESNET CA SHALL NOT be held responsible for circumstances originated in breaching this
CP/CPS by subscribers or relying parties.

9.9 Indemnities

No stipulation.

9.10 Term and Termination

9.10.1 Term

This CP/CPS shall become effective seven days after its publication and shall become effective
until terminated in accordance with Section 9.10.2.

9.10.2 Termination

This CP/CPS shall remain effective until replaced with a newer version.

9.10.3 Effect of termination and survival

No stipulation.

9.11 Individual notices and communications with participants

The CESNET CA and its Registration Authorities SHALL accept communication from other parties
at contact addresses published in the CA's repository (see Section 2.1). The CESNET CA CA
SHALL contact subscribers at their email addresses submitted during the registration process.

9.12 Amendments

9.12.1 Procedure for amendment
Amendments to this CP/CPS MUST be approved by the Policy Administrator (see Section 1.5.2).

9.12.2 Notification mechanism and period

Any new version of this certificate policy SHALL be published at the CA repository at least 7 days
before becoming effective.

9.12.3 Circumstances under which OID must be changed

Small changes that will not change the meaning of the certificate policy MAY be applied without
changing the policy OID. Other changes require assigning a new OID for the CP/CPS.
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9.13 Dispute resolution procedures

All disputes SHOULD be solved by agreement of the disputing parties. The supreme authority for
solving disputes is the director of the CESNET, a. 1. e..

9.14 Governing law
The CESNET CA operations SHALL be governed by the law of the Czech Republic.

9.15 Compliance with applicable law

No stipulation.

9.16 Miscellaneous provisions

9.16.1 Entire agreement

No stipulation.

9.16.2 Assignment

No stipulation.

9.16.3 Severability

If any of the provisions of this CP/CPS is found to be invalid or unenforceable, the remainder of
this CP/CPS SHALL remain effective.

9.16.4 Enforcement (attorneys' fees and waiver of rights)

No stipulation.

9.16.5 Force Majeure

No stipulation.

9.17 Other provisions

No stipulation.
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Appendix A External CAs recognized by the CESNET
CA

CAs recognized for authentication of persons

The CESNET CA accepts personal certificates issued by the following external CAs to authenticate
persons:

TERENA Personal CA 3
https://www.terena.org/activities/tcs/repository-g3/

TERENA eScience Personal CA 3
https://www.terena.org/activities/tcs/repository-g3/

PostSignum Qualified CA 2
http://www.postsignum.cz/certifikaty_autorit.html

I.CA Qualified 2 CA/RSA 02/2016
https://www.ica.cz/HCA-kvalifikovany
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